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BBepeHue

HacTtoswee pykoBOACTBO nNpedHa3Ha4YeHO AOnA  O3HakKOMITeHUA nonb3oBaTenen C OCHOBHbIMM
npuHUnnamm HaCTPOVIKM KoMMyTaTopoB ZES-23xX, a Takke OndA NOACHEHWA cogepXaHus U MUCNonb30BaHUSA
OCHOBHbIX KOMaHA, obecneynBaoLLmnx He06xop,vmy+o HaCTpOVIKy annapartypbl.

TexHun4yeckme napamMmeTpbl yCTpOVICTBa npmeegeHbl B TEXHUYECKOM OonncaHunn.
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2 WHTepdenc nonb3oBaTena u pexmmbl padboTbl

WHTepdenc nonb3oBaTens OCHOBaH Ha UCNOMb30BaHUM koMaHaHou cTpoku (CLI — Command Line
Interface). lMNMonb3oBaTenb BBOAWT KOMaHAy B Bue MOCMe4OBaTENlbHOCTU CUMBOMIOB B KOMaHZHOW CTPOKeE,
pacnonioXXeHHON B HWKHEW 4YacTu 9KpaHa TepMuHana. PesynbTaTbl BbINOMHEHUS KOMaHAbl BbIBOASTCS B
OCTaBLUYIOCH YacTb 3KpaHa, Npu 3TOM TEKCT COOOLLUEHU CABUraeTcs CHMU3Y (OT KOMaHOHOW CTPOKKU) BBEPX NO
Mepe ero NocTyneHus.

[lns pasrpaHnyeHunst Npae 4ocTyna K KOMaH4am ynpaBreHusi CyLLEeCTBYIOT ABa peXxuMa:

¢ MONb30BaTENbCKMI PEXMM, NPU KOTOPOM paspeLleHa BO3MOXKHOCTb NoakntodeHns no SSH u Telnet k
OPYrMM yCTpOCTBaM B CETH;

e MPVBUIMErMPOBAHHbLIA PEXUM, MpPU KOTOPOM paspelléH [AOoCTyn K KOoMaHgam MOHUTOpUHra W

M3MeHeHnA KOH(bVIpraLI,I/II/I n3aenuna.

B Tabn. 1 npuBedeHbl OCHOBHblE PEXUMbI YNpaBneHWsl, KOMaHabl BXOA4a M BbiXxod4a W3 HUX WU
COCTOSIHME KOMaHOHOW CTPOKM.

Ta6bn. 1 — Pexumbl ynpaBneHus

Pexum Bxon Bua komaHgHoMn OnucaHwue Bbixog us
ocyliecTBnsaeTcs CTPOKM pexuma
BbINOJIHAETCA
MNonb3oBaTenbckui [Nocne BBOAA NorvHa n Switch> B naHHoM pexunme KomaHaom exit
napons. 3anpeLueH 4ocTyn K
KOoMaHgam
KOHpurypmpoBaHms n
MOHWUTOPUHrA.
[MpuBMNernpoBaHHbIN B MONb30BaTENIbCKOM Switch# [ocTynHbl KOMaHAabI KomaHgom exit
peX1me BbINOMHEHVEM MOHMWTOpPUHra n
KoMaHAabl enable HaCTPOWMKK, a TaKkxke
peXmmbl
KOH(pMrypmpoBaHus
KoHdurypuposanus B NPUBUIErMpoBaHHOM Switch(config)# [ocTynHbl KOMaHAbI KoMaHgom exit
06LLEeCUCTEMHBIX pexvmMe BbINONHEHNEM HaCTpOWKn
napameTpoB KoMaHabl config 06LLLeCcUCTEMHBIX
napameTpoB
KoHdurypupoBaHusi B pexume Switch_config_g1/1# | OocTynHbl KOMaHAbI KomaHgom exit
WHTepderncos KOH(UIyprpoBaHus Switch_config_vi1# HaCTPOWMKN NapameTpoB
06LLEeCMCTEMHBIX UHTEpgencos
napameTpoB

BbIMNONMTHEHMEM KOMaHAbI
interface ¢ ykazaHuem
TUnNa v Homepa

nHTepdelica
Hactponku nyna B pexume Switch_config_dhcp# | JocTynHbl koMaHAbl KomaHgou exit
appecos DHCP KOHMrypnpoBaHms HaCTpOVKv1 napameTpoB

06LLEeCMCTEMHBIX nyna dhcp

napameTpoB

BbIMOSTHEHNEM KOMaHAbI
ip dhcpd pool <name>

HacTponkn cnuckos
nocrtyna

B pexvmMe
KOHUrypupoBaHus
o6LecUCTEMHBIX
napameTpoB
BbIMNONMTHEHNEM KOMaHAbI
ip access-list {standard |
extended} <name>

Switch_config_std#
Switch_config_ext#

[ocTynHbl KOMaHabl
HaCTPOWKN NapamMeTpoB
CTaHgapTHOro U
PAaCLUVPEHHOTO CMUCKOB
goctyna

KomaHgom exit

2.1 CuHTakcuc KomMmaHpg,

CuWHTaKcMC KomaHa, BBOAMMbIX B KOMaHAHOW CTOKe:

KOMaHAaa <nepemeHHas> { napameTp | ... | napameTp } [ napameTp |

roe:

KomaHga — cTporo 3agaHHass MOCnedoBaTeNnbHOCTb CUMBOMOB, onpedenswowas ganbHenwune
napameTpbl.
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MapameTp — kntoveBoe cnoeo, |IP-agpec, macka cetn, IP-agpec ¢ mackon, MAC-agpec, 4ucno,
CnoBo, CTpOKa.

KomaHaa n napameTpbl OTAENAKOTCSA APYr OT Apyra npobenamum.

Mpun onncaHuy CMHTaKCMCa KOMaHA UCNoMb3ylTCH cneayowmne 06o3HayYeHus:

e B (purypHbix ckobkax {} ykasbiBaloTca oba3arenbHble napameTpsl;

e B KBagpaTHbIX CkobKax [] ykasbiBatoTc Heobsi3aTenbHble NapameTpbl;

e cumBon “|” o6o3HavaeT nornyeckoe “unu’ — BbIGOP MeXAY PasnMYHBIMKU NapaMeTpamu;
e KIHOYEBbIE CIIOBA BbIOENATCS XXUPHBIM LWPUGTOM.

[na ncnonHeHnst HabpaHHOWM KOMaHAbl HE06X04MMO HaxaTb knaBuwy “Enter”.
[ns nony4yeHns KOHTEKCTHOWM CNpaBKN UCNONb3yeTcs CUMBON “?”,

Mpn Haxatmm knaBuvwmn Tabynaumm “Tab” npoucxoguMT aBTOMAaTMYEcKoe AoonpenerieHune
COKpaLLeHHbIX Ha3BaHUn KOMaH U HEKOTOPbIX TUMOB NapamMeTpPoB A0 MX MOMHOro BMAa, Unu, B cnyyae, Korga
HECKOIbKO KOMaH[, Ha4MHAaTCA C OAUHAKOBbLIX CUMBOMOB, 0 UX 0OLLEn YacTu.

MocnegHue pecATb BBeOEHHbIX KOMaHL XpaHAtca B Oydepe. UTobbl BOCNONbL30BaTLCA paHee
BBEOEHHOWN KOMaHAoW, HeobxoanMo HaxaTb knasuwy “1” (BBepx) unm “|” (BHU3).

2.2 KoHTekcTHasa cnpaBka

[ns nonyyeHms KOHTEKCTHOW crnpaBku ucnonb3dyeTtcd cumson “?”. [laHHas onepauums JocCTyrnHa BO
BCEX peXMMaXx.

Mpun BBOAE cvmBONa “?” BLIBOAUTCS CMNCOK KOMaHA, AOCTYNHbIX B JAHHOM pexnme.

Hpmmep. Mcnonb3oBaHne KOHTEKCTHOM cnpaBkn AOna nonyyvyeHna chnncka KomaHAa, AOCTYMHbIX B
NMOJ1b30BATEJIbCKOM pEXNME!

Switch>?
connect -- Open a outgoing connection
disconnect -- Disconect an existing outgoing network connection
enable -- Turn on privileged commands
enter -- Turn on privileged commands
exit -- Exit / quit
help -- Description of the interactive help system
history -- Look up history
quit -- Exit / quit
resume -- Resume an active outgoing network connection
ssh -- Open a ssh connection
telnet -— Open a telnet connection
where -- Display all outgoing telnet connection

Mpn BBOAE cumBomna “?” yepes npoben nocne KomaHdbl BbIBOOUTCH CMMCOK MapameTpoB AaHHOW

KOMaHAbl.
I'Ipmmep. Mcnonb3oBaHWe KOHTEKCTHOM cnpaBku Ana nonyvyeHuna cnmucka napameTpoB KOMaHObl show
ip interface:
Switch#show ip interface ?
Vlan -- VLAN interface
brief -- IP brief information and configuration of interface
| -- Output modifiers
<cr>
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2.3 CoobuweHunsa oo owmodkax

B Tabn. 2 npuBegeHbl coobuieHns ob owwmbkax, KoTopble MOryT BbIBOAUTLCA BO Bpems paboTbl C
KOMaHOHOW CTPOKOMN.

Ta6n. 2 — CoobuweHunsa o6 ownbkax, BbIBOAMMbBIE NPU paboTe ¢ KOMaHAHOW CTPOKOM

CoobuweHue 06 ownbke OnucaHue oWnGKKU

Unknown command BBegeHHas komaHaa He cyliecTtByeT, Nnbo nveetcs
ownbka B 06nacTn 3HadeHUn napameTpa, ero opmaTe
unu Tune

Incomplete command Bo3MOXHO He MeHee ABYX MHTepnpeTauun BBE4EHHON
KOMaHapl

Too many parameters KomaHga pacnosHaHa, 0gHako He HaaeHO NpaBuibHON
3anvcy napameTpa

Missing delimiter 3Haku OBOVIHbIX KaBbl4EK HE 0DOpa3yloT napy

Input non-supported characters. BBeféH Hepacno3HaHHbIN CUMBOJSI, OTANYHLIN OT
naTuHWUbI
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3
3.1

ba3oBble napameTpbl

Ha3Ha4yeHue agpeca ynpaBrieHus

Ona kaxgoro VLAN MmoxHO co3gatb L3-uHTepdpenc n npucsouts emy IP-agpec:

Switch config#interface vlan 1
Switch config vl#ip address 192.168.0.24 255.255.255.0

3.2

Tekywas KoHcpuUrypaums v Bepcusa yCTpoucTea

OT1obpaxeHue TekyLen KoHurypaumm ycTponcTaa:

Switch#show running-config
Building configuration...

Current configuration:
|

!version 2.9.0C build 128286
service timestamps log date
service timestamps debug date

panning-tree mode rstp

S
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

aaa authentication login default local
aaa authentication enable default none
aaa authorization exec default local

|

username admin password 0 admin
|

|
|
!
interface GigaEthernetl/1
|
interface GigaEthernetl/2
|
interface GigaEthernetl/3
|

interface GigaEthernetl/4
|

interface GigaEthernet2/1
|

interface GigaEthernet2/2
|

interface GigaEthernet2/3
|

interface GigaEthernet2/4
|

interface GigaEthernet3/1
|

interface GigaEthernet3/2
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|

interface GigaEthernet3/3
i

interface GigaEthernet3/4
I}
interface GigaEthernet4/1
|
interface GigaEthernet4/2
I}
interface GigaEthernet4/3
|

interface GigaEthernet4/4
|

interface GigaEthernet5/1
|

interface GigaEthernet5/2

I}

interface GigaEthernet5/3

|

interface GigaEthernet5/4

I}

interface VLAN1

ip address 192.168.0.24 255.255.255.0
no ip directed-broadcast

ip telnet attack-defense
ip telnet enable
1

ip http server
1

1
|
|
!
time-zone tz 3 0
|
|
1
1

Switch#

Tekyllas Bepcus NporpamMMHoOro obecneyeHunsi, CepuinHbIi HoMep 1 mac-agpec yCTponcTBea:

Switch#show version
Zelax Internetwork Operating System Software
7ZES-2320GS2-DCR-Ex Series Software, Version 2.9.0C Build 128286, RELEASE SOFTWARE
Copyright 2024 by Zelax All rights reserved
Compiled: 2024-06-18 10:56:54 by SYS 128286
ROM: System Bootstrap, Version 0.1.2, hardware version:0
Serial num:2327017000532
System image file is "primary"
Zelax ZES-2320GS2-DCR-Ex RISC
1048576K bytes of memory,32256K bytes of flash
Base ethernet MAC Address: 00:1a:81:02:7d:70
snmp info:
vend ID:7840 product ID:507 system ID:1.3.6.1.4.1.7840.1.76
Switch uptime is 0:00:02:14, The current time: 2000-1-1 0:2:14
Last reboot history informations:
No. 1: System is rebooted by command at 2000-1-1 0:0:12
No. 2: System is reboot by power-on
Switch#
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3.3 Umsa yctpouctBa

3agaHne MeHu yCTpOﬁCTBaI

I Switch_configt#hostname 2320GS

3.4 Pabota c noptamm

3.4.1 NMoanucb, OTKMOYEeHUe U BKITIOYEeHUe NopToB

Mognuce nopTa:

Switch config#interface gigaEthernet 1/3
Switch_config gl/3#description test name

OTkntodYeHne NOpPTOB:

Switch config#interface gigaEthernet 1/3
Switch config gl/3#shutdown

HOCHEBBOﬂaKOMaHﬂbIﬂOHMHOﬂOﬂBMTbCHyBGﬂOMHeHMe

down

Switch config gl/3#Jan 1 00:01:34 SLINE-5-UPDOWN: Line on Interface GigaEthernetl/3, changed state to

Jan 1 00:01:34 $LINEPROTO-5-UPDOWN: Line protocol on Interface GigaEthernetl/3, changed state to down

ﬂﬂﬂBKﬂmHeHMﬂHOpTaHeO6XOﬂMMO3aﬂaTbKOMaHﬂw

I Switch config gl/3#no shutdown

3.4.2 MN3mMeHeHne CKOPOCTU U pexuma paboTbl NOpPTOB
[ns noptoB RJ-45:

Switch config#interface gigaEthernet 1/3
Switch config gl/3#speed 100
Switch config gl/3#duplex full

[ns ontTnyeckmx NOPTOB:

Switch config#interface gigaEthernet 3/1
Switch config g3/1l#no fiber-auto-config
Switch config g3/l#speed 100

Switch config g3/l#duplex full

3.4.3 UHdopmaumnoHHble BbIBOADI
I'IpOBepKa CTaTyca NnopToB:
Switch#show interface brief
Port Description Status Vlan Duplex Speed Type
gl/1 up 1 full 1000Mb  Giga-TX
gl/2 down 1 auto auto Giga-TX
gl/3 test name shutdown 1 full 100Mb Giga-TX
gl/4 down 1 auto auto Giga-TX
g2/1 down 1 auto auto Giga-TX
g2/2 down 1 auto auto Giga-TX
g2/3 down 1 auto auto Giga-TX
g2/4 down 1 auto auto Giga-TX
g3/1 down 1 auto 1000Mb Giga-FX
g3/2 down 1 full 100Mb Giga-FX
g3/3 down 1 auto 1000Mb Giga-FX
g3/4 down 1 auto 1000Mb Giga-FX
g4/1 down 1 auto auto Giga-TX
g4d/2 down 1 auto auto Giga-TX
g4/3 down 1 auto auto Giga-TX
gd/4 down 1 auto auto Giga-TX
g5/1 down 1 auto auto Giga-TX
g5/2 down 1 auto auto Giga-TX
g5/3 down 1 auto auto Giga-TX
g5/4 down 1 auto auto Giga-TX
vl up
n0 up
MpocMOTP CTaTUCTMKM NopTa:

Switch#show interface gigaEthernet 1/1
GigaEthernetl/1l is up, line protocol is up

protocolstatus upTimes 1, downTimes 0, last transition 2000-1-1 0:0:28

Ifindex is 65, unique port number is 1

Hardware is Giga-TX, address is 001a.8102.7d71 (bia 001a.8102.7d71)

ZES-23xx
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MTU 1500 bytes, BW 1000000 kbit, DLY 10 usec

Encapsulation ARPA

Auto-Duplex (Full), Auto-Speed(1000Mb/s), Flow-Control Off

5 minutes input rate 6120 bits/sec,

5 packets/sec

5 minutes output rate 21318 bits/sec, 3 packets/sec

Real time input rate 0%, 3304 bits/sec, 3 packets/sec

Real time output rate 0%, 152 bits/sec, 0 packets/sec
Received 73962 packets, 9232015 bytes

34642 broadcasts, 1645 multicasts

62 discard, 0 error, 0 PAUSE
0 align, 0 FCS, 0 symbol

0 jabber, 0 oversize, 0 undersize

0 carriersense, 0 collision, 0 fragment
21208 L3 packets, 0 discards, 0 Header errors

0 URPF errors

Transmitted 53517 packets, 25028134 bytes

5 broadcasts, 8591 multicasts
discard, 0 error, 0 PAUSE

1
0
0
0

L3 forwards

sgettest, 0 deferred, 0 oversize
single, 0 multiple, 0 excessive, 0 late
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4  MDYHKUMK ynpaBneHus

4.1 YyeTHble 3anucu

Co3faHue y4eTHOWN 3anucu anst 4oCTyna K KOMMyTaTopy C HELUMPOBaHHbLIM NApoNeEM:

I Switch config#username zelax password zelax

4.2 Telnet

BkntoyeHvie goctyna k KoMMyTaTopy no npoTokony telnet. JocTyn BKIIOYEH NO-YMOIYaHNIO:

I Switch config#ip telnet enable

[MpocMOTp cnvcka Nosnib3oBaTenen, NOAKMIYEHHbIX K KOMMYTATOPY NO NpoTokony telnet:

Switch#show telnet
NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.0.254 49105 192.168.0.24 5888
2 192.168.0.254 13522 192.168.0.24 5888
4.3 SSH

BkntoyeHne focTyna K KOMMyTaTopy No NpoTokony SSH:

I Switch config#ip sshd enable

lNocne BBO4a KOMaHAbI, 3anyCcTtuTca npouecc reHepauum KIitouen, B 910 BpeMA KOMMYTaTop 6yqu
HEeOOoCTyneH And ynpasJieHUA. Heobxoanmo goxaaTbcst OKOHYaHMs npouecca.

[MpocmoTp TeKyLMX HAaCTpOeK NpoTokona SSH:

Switch#show ip sshd
ssh 1.99

ssh deamon parameters
sshd is running

rsa-key-bits 1024
listen-port 22
timeout 180
authentication-retries 5
silence-period 300

[TpocMOTp cnucka BXOASLLMX MOAKITHOYEHUI N0 NPpoTOoKoNy SSH:

Switch#show ssh

D IPp PORT STATE
0 192.168.0.254 32734 ssh2s_s userauth success
4.4 HTTP

BkntoveHne goctyna no npotokony HTTP:

I switch(config) #ip http server

4.5 HTTPS

BkntoyeHune 3alumieHHoro gocrtyna no npotokony HTTPS:

I Switch config#ip http ssl-access enable

ViameHeHune nopTta Ang nogknoyeHns no HTTPS:

I switch (config)# ip http secure-port <1-65535>

4.6 SNMPVv2

4.6.1 Hactpowka
HacTtpowika goctyna Kk kommyTtaTopy no npotokony SNMP v2c.

3agaHve 3Ha4YeHur community ansg gocTyna Ha YTeHUe v 3anuchb:

Switch config#snmp-server community 0 public RO
Switch config#snmp-server community 0 private RW
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PaspelueHne oTnpaBku trap-cooblieHnin, ykasaHue |P-agpeca HasHayeHWs U COOTBETCTBYIOLLENO
community:

I Switch config#snmp-server host 192.168.110.254 version v2c public authentication configure snmp I

Pe3yan|/|py+ou.|,m7| npuMmep MMHMMasribHoO HeO6XOD,VIMbIX HACTPOEK NPOTOKOJ1a SNMP:
snmp-server community 0 public RO
snmp-server community 0 private RW
snmp-server host 192.168.110.254 version v2c public authentication configure snmp

4.6.2 MoHUTOpUHr

[MpocmoTp Tekywen ctaTucTukm npotokona SNMP:

Switch#show snmp
42 SNMP packets input

0 Bad SNMP version errors

0 Unknown community name

0 Illegal operation for community name supplied

0 Encoding errors

21 Number of requested variables

0 Number of altered variables

7 Get-request PDUs

14 Get-next PDUs

0 Set-request PDUs
21 SNMP packets output

0 Too big errors (Maximum packet size 3000)

0 No such name errors

0 Bad values errors

0 General errors

21 Response PDUs

0 Trap PDUs

4.7 SNMPv3

Mpumep HacTporikn SNMPV3 ¢ ayTeHTUdmrkaumen 6e3 wndpoBaHus.
Hactporika SNMP view:
I snmp-server view viewl mib-2 included I

KomaHnpa 3apgaér private B kayectBe umeHn SNMP view n o6baBnseT goctyn Kk ctaHgaptHomy MIB-gepesy
MIB-2.

CosnaHmerpynnbu
I snmp-server group groupl v3 priv read viewl write viewl notify viewl I

KomaHnga co3gaét rpynny groupl, u npaeo 3anucu/vyteHus/ysegomnenunn ansa OID n3 SNMP view ¢ nmeHem
viewl.

CosgaHve nonb3oBaTens:
I snmp-server user userl groupl v3 priv des auth md5 0 passwordl passwordl I
KomaHp,a co3faeT nonb3oBaTenst ¢ UMEHEM userl, onpenendet ero B rpynny groupl, YKasbliBaeT

ayTeHTudmkaumo md>5 1 3aTem 3agaéT HexelumMpoBaHHbIN Naponb Ans privacy procotol (priv) n authentication
procotol (auth).

YkaszaHve agpeca cepsepa SNMP:

I snmp-server host 192.168.110.254 version v3 auth 0 userl authentication configure snmp I

KomaHga 3aga€T agpec SNMP cepBepa Ans paHee co3aHHOro nonb3oBaTens userl.

WTorosasi KOHPUrypauus:

snmp-server view viewl mib-2 included

snmp-server group groupl v3 priv read viewl write viewl notify viewl

snmp-server user userl admin v3 priv des auth md5 0 passwordl passwordl

snmp-server host 192.168.110.254 version v3 auth 0 userl authentication configure snmp
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5 ®yHKumoHan L2
51 VLAN

511 Access

[lepeBog nopTa B PEXMM access:

I Switch config gl/l#switchport mode access

M3ameHeHne VLAN, K KOTOPOMY NMPUHAANIEXNT NOpPT:

I Switch config gl/l#switchport pvid 4

5.1.2 Trunk

MepeBod noprta B pexum trunk:

I Switch config gl/l#switchport mode trunk

Mpn nepeBoge B 3TOT pexum Ha MOPTy paspewaetrca nepegada Bcex VLAN, co3gaHHbIX Ha
kommyTtartope. [1na orpaHnyennst atnx VLAN Heobxoaumo ucnonb3oBaTh allowed list:

I Switch config gl/l#switchport trunk vlan-allowed

Mo-ymonuyaHuio Bce HeTErMpOoBaHHbIE Kaapbl, NpulleaLne Ha 3ToT NopT, Ternpytotcs meTkon VLAN 1.
MN3meHeHune native vlan:

I Switch config gl/l#switchport pvid 5

5.1.3 QinQ

Bkntounm B rnobanbHOM pexume BO3MOXHOCTb Ha3HayaTb BTOPOW Ter:

I Switch config#dotlg-tunnel

Bbibepem v cozgaaum VLAN, MeTka koToporo 6yaeT no6aBnATLCS Kak BTOPOW Ter:

Switch config#dotlg-tunnel
Switch config#vlan 4000

HacTtpowka nonbL30BaTenLCKoro nopTra:

Switch config#interface GigaEthernet2/1
Switch config g2/l#switchport mode dotlg-translating-tunnel
Switch config g2/l#switchport pvid 4000

HacTpovika nHtepcenca mexay KommyrTatopamu:

Switch config#interface GigaEthernet5/2
Switch config g5/2#switchport trunk vlan-allowed 4000
Switch config g5/2#switchport mode dotlg-tunnel-uplink

5.1.4 GVRP

[aHHbBIN NpOTOKON HEOOGXOAMMO BKMOYaTh Kak rnobanbHo, Tak M HEMOCPEACTBEHHO Ha MHTepdence.
Ha nHtepdencax GVRP BKMOYEH N0 yMOMN4YaHuio:

BkntoyeHmne npotokona GVRP rmo6anbHo:

I Switch config#gvrp

MepeBof nopTa Mexay KoMMyTaTtopamu B pexum trunk, ans pabotsl GVRP:

Switch config#interface gigaEthernet 1/2
Switch config gl/2#switchport mode trunk

OTtknoyeHe GVRP Ha nHTepdence:

I Switch config gl/2#no gvrp

5.2 XSTP

5.2.1 Bbi6op npoTtokona xSTP

Mo ymon4yaHuro RSTP Bknto4eH. MOXHO M3MEHUTL NPOTOKOJ CBA3YKOLWEro aepesa:
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I Switch config#spanning-tree mode mstp|pvst|rstplsstp

5.2.2 Hactpowka TanmepoB XSTP

HacTtpovika hello-untepsana:

I Switch config#spanning-tree mstp hello-time 10

Hactpovika forward delay:

I Switch config#spanning-tree mstp forward-time 30

HacTtpolika «BpeMeHU XN3HNY:

I Switch config#spanning-tree mstp max-age 40

5.2.3 HacTpownka npuopurtera XxSTP

HacTtpovika npnoputeTa kKommyTaTopa ans RSTP:

I Switch config#spanning-tree rstp priority

HacTpolika npuoputeta kommyTaTtopa gns instance 1 8 MSTP:

I Switch config#spanning-tree mstp 1 priority

5.2.4 HacTtpounka ctroumocTn uHtepdencos

VI3MeHeHre CTOMMOCTU nHTepdenca:

I Switch config gl/l#spanning-tree cost 2000

5.25 HacTpownka instance B MSTP

[o aTton HacTponkm Ha kommyTtaTtope cosgaHbl VLAN 10,20-30. PasmelweHne no instance ykasaHo

HUXe:!

Switch config#spanning-tree mstp instance 1 vlan 10
Switch config#spanning-tree mstp instance 2 vlan 20-30

5.2.6 BPDU guard
Hactporika BPDU guard:

I Switch config gl/2#spanning-tree bpduguard enable

5.3 MpoTokonbl pe3epBMPOBaHUSA KOJNbLEBOW TONOSOrMU

53.1 Z-Ring

BkntoyeHne Z-Ring rmobanbHo, 1 HasHadveHue vian 100 gnsa paboTtbl npoTtokona (He ucnonb3yute

vlan id 1 ana paboTbl z-ring):

Switch config#no spanning-tree

Switch config#link scan fast 10

Switch config#switchport enhanced-link
Switch config#vlan 100

Hactporika Master:

Switch config#Z-Ring 1

Switch config ringl#control-vlan 100
Switch_config ringl#master-node
Switch config ringl#exit

Switch config#interface GigaEthernet0/6

Switch config g0/6#switchport enhanced-link

Switch config g0/6#switchport trunk vlan-untagged 1
Switch config g0/6#switchport mode trunk

Switch config g0/6#Z-Ring 1 primary-port

Switch config#interface GigaEthernet0/8
Switch config g0/8#switchport enhanced-link
Switch config g0/8#switchport trunk vlan-untagged 1
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Switch config g0/8#switchport mode trunk
Switch config g0/8#Z-Ring 1 secondary-port

Hactpolika Slave:

Switch config#Z-Ring 1

Switch config ringl#control-vlan 100
Switch config ringl#transit-node
Switch config ringl#exit

Switch config#interface GigaEthernet0/6

Switch config g0/6#switchport enhanced-link

Switch config g0/6#switchport trunk vlan-untagged 1
Switch config g0/6#switchport mode trunk

Switch config g0/6#Z-Ring 1 transit-port

Switch config#interface GigaEthernet0/12

Switch config g0/12#switchport enhanced-link

Switch config g0/12#switchport trunk vlan-untagged 1
Switch config g0/12#switchport mode trunk

Switch config g0/12#Z-Ring 1 transit-port

5.3.2 ERPS

1/1 1/3
Ring-port Ring-port
Switch_A
0/6 |Ring-port Ring-port 0/8
Rpl Neighbour (
0/12 0/6

Switch_C

Puc. 1 — Cxema ERPS

Cosgaém VLAN gnsa paboTtel ERPS Ha Bcex kommyTaTopax:

I Switch config#vlan 100

Cosgaem ERPS-komnbLO Ha BCeX KOMMyTaTopax:

Switch config#link scan fast 10
Switch config#no spanning-tree
Switch config#erps 1

Switch config ringl#major-ring
Switch_config ringl#control-vlan 100
Switch config ringl#version 1

Switch config ringl#exit

MepeBogum noptbl B pexkum Trunk n HasHavyaem ERPS ponu ans kommytatopa A:

Switch A config#interface GigaEthernetl/1

Switch A config gl/l#switchport enhanced-link

Switch A config gl/l#switchport trunk vlan-untagged 1
Switch A config gl/l#switchport mode trunk

Switch A config gl/l#erps 1 ring-port

Switch A config#interface GigaEthernetl/3

Switch A config gl/3#switchport enhanced-link

Switch A config gl/3#switchport trunk vlan-untagged 1
Switch A config gl/3#switchport mode trunk

Switch A config gl/3#erps 1 ring-port

lMepeBoaum noptbl B pexkum Trunk n HasHavyaem ERPS ponu ans kommytatopa B:

Switch B config#interface GigaEthernet0/6

Switch B config g0/6#switchport enhanced-link

Switch B config g0/6#switchport trunk vlan-untagged 1
Switch B config g0/6#switchport mode trunk

Switch B config g0/6#erps 1 ring-port
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Switch B config#interface GigaEthernet0/12

Switch B config g0/12#switchport enhanced-link

Switch B config g0/12#switchport trunk vlan-untagged 1
Switch_B_config_g0/12#switchport mode trunk

Switch B config g0/12#erps 1 rpl

MepeBogum noptbl B pexknum Trunk n HasHavyaem ERPS ponu gnst kommyTtartopa C:

Switch C_config#interface GigaEthernet0/6

Switch C_config g0/6#switchport enhanced-link

Switch C config g0/6#switchport trunk vlan-untagged 1
Switch C config g0/6#switchport mode trunk

Switch C config g0/6#erps 1 neighbour

Switch C config#interface GigaEthernet0/8

Switch C config g0/8#switchport enhanced-link

Switch C config g0/8#switchport trunk vlan-untagged 1
Switch C_config g0/8#switchport mode trunk

Switch C config g0/8#erps 1 ring-port

54 ArpervpoBaHue KaHasnosB

54.1 Co3paHume Port Channel

CosgaHwue port-group B rnobanbHOM pexume KoOHurypaumm:

I Switch config#interface Port-aggregator 1

5.4.2 Be3 npoTokonoB cornacoBaHus

,D,aHHyPO HaCTpOVIKy CTOUT NpPOn3BOONTb C obeunx CTOPOH And UCKIKDYEeHNA BOSHUKHOBEHUA NETIIN!

Switch config#interface range gigaEthernet 1/1-4
Switch config if range#aggregator-group 1 mode static

54.3 LACP

an MCcnonb3oBaHMM OaHHOrNo npOTOKOJS1a aBTOCOrnacoBaHnda, TMOPTbl NepBOro KOMMyTaTtopa
nepeBoadATCA B peXXUM aKTUBHOIO CorfiacoBaHUA napamMeTpoB:

Switch config#interface range gigaEthernet 1/1-4
Switch config if range#aggregator-group 1 mode lacp active

nOprI BTOPOro KOMMyTaTopa NepeBoaATCA B PE€XXUM NMaCcCUBHOIO OXUOAHUA!

Switch config#interface range gigaEthernet 1/1-4
Switch config if range#aggregator-group 1 mode lacp passive

5.4.4 BanaHcupoBKa Harpysku

BanaHcmpoBka MOTOKOB MOXET NPOM3BOAUTLCA Ha OCHOBaHUWM pasHbix nmapameTpos. B 3aBucumoctn
OT MECTOMNOJIOXKEHMSA U NOTpebHOCTEN HEOBX0AMMO BblibUpaTh Hanbonee NOAXOOALLMNA:

Switch config#interface port-aggregatorl
Switch config pl#aggregator-group load-balance ?
src-mac -- Src Mac Addr
dst-mac -- Dst Mac Addr
both-mac -- Src and Dst Mac Addr
src-ip -— Src Ip Addr
dst-ip -- Dst Ip Addr
both-ip -- Src and Dst Ip Addr
9.5 LLDP
551 Ba3oBasi HacTpomnka

MpoToKON HEOBXOAUMO BKITHOYATh Kak rnobasnbHo, Tak U HENOCPEACTBEHHO Ha UHepderice:

Switch config#lldp run

Switch config#interface gigaEthernet 1/1
Switch config gl/1l#lldp receive

Switch config gl/1#lldp transmit
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5.5.2 Hactpowka nepegaBaembix TLV

MOXHO HaCTPOUTb HECKOJTbKO TUMOB nepegaBaembix TLV:

Switch config g0/10#11dp med-tlv-select network-policy
Switch config g0/10#11ldp med-tlv-select location
Switch config g0/10#11ldp med-tlv-select power-management
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6 @PyHKUMM Ge3onacHocTn L2

6.1 DHCP snooping

Bkntoyenmne dhcp snooping:

Switch config#ip dhcp-relay snooping
Switch config#ip dhcp-relay snooping vlan 1
Switch config#ip source binding 00:1a:81:02:5c:a7 192.168.110.4 interface GigaEthernet0/8 vlan 1

WHTepdenc, nogknoyeHHbii k DHCP-cepBepy, HE0BX0AUMO NepEBECTU B JOBEPEHHbIN PEXUM:

Switch config#interface GigaEthernet0/11
Switch config gl/l#dhcp snooping trust

BkntoyeHue nepegaym onunn 82:

Switch config#ip dhcp-relay snooping information option format hn-type
Switch config#ip dhcp-relay snooping information type remote-id 2

6.2 IGMP snooping

BkntoyeHue IGMP snooping B onpegeneHHom VLAN:

Switch config#ip igmp-snooping

Switch config#ip igmp-snooping dlf-drop

Switch config#ip igmp-snooping querier

Switch config#ip igmp-snooping vlan 22 immediate-leave

Switch config#ip igmp-snooping vlan 22 mrouter interface g0/12

N3meHeHne Bepcumn IGMP B VLAN:

I Switch config v22#ip igmp version

6.3 ARP inspection

HanHaa dyHkuusa pabotaeT B nape ¢ dhcp snooping. Hactporika arp inspection B onpegeneHHoOM
VLAN:

I Switch config#ip arp inspection vlan 10

6.4 Storm-control

OrpaHundeHue konudectea broadcast u multicast naketoB Ha nHTepdence B nakeTax/cek:

Switch config#interface GigaEthernetl/2
Switch config gl/2#storm-control broadcast threshold 1000
Switch config gl/2#storm-control multicast threshold 1000
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7
7.1

Cnunckum KOHTpOINA gocTtyna

Standard ACL

ﬂ,]’lﬂ YKadaHua agpeca UCTOYHUKA MOXXHO UCMNOJNb30BaTb Kak €ANHUYHBIA XOCT, TakK 1 onpepeneHHble
noaceTun.

Switch config#ip access-list standard 1
Switch config std#permit 192.168.110.254 255.255.255.255

7.2

Extended ACL

HacTpovika HyMepOBaHHOro pacLUMPEHHOro cnucka JocTyna:

Switch config#ip access-list extended 20
Switch_config ext#deny icmp 192.168.110.3 255.255.255.255 192.168.110.2 255.255.255.255 permit ip any
any

HacTpovika UMeHOBaHHOIo pacLUMPEHHOro cnncka gocTyna:

Switch config#ip access-list extended acl icmp
Switch config ext#deny icmp 192.168.110.3 255.255.255.255 192.168.110.2 255.255.255.255 permit ip any
any

Switch config#ip access-list extended telnet
Switch config ext#deny tcp 192.168.110.254 255.255.255.255 192.168.110.3 255.255.255.255 eq telnet
permit ip any any
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8 Quality of Service

8.1 Knaccudmkauusn

Mpumep knaccudpumkaumm no ACL:

Switch config#ip access-list standard 1
Switch config std#permit 192.168.110.254 255.255.255.255

8.2 MapkupoBka

MapkumpoBka Tpadmka, COOTBETCTBYOLLEro knaccy TEST:

Switch config#policy-map 1
Switch-policy-map#classify seq 1 ip 1
Switch-policy-map#action seq 1 dscp 56 queue 4

8.3 Monutukn

[pumeHeHne NONNTUKN Ha UHTepdence:

Switch config#interface GigaEthernet0/12
Switch config gl/2#gos policy 1 ingress
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9 dyHKuunoHan AAA
9.1 TACACS+

Bbi6op cnocoba ayTeHTudmkauum:

Switch config#aaa authentication login default group tacacs+ local none
Switch config#aaa authentication enable default none
Switch config#aaa authorization exec default group tacacs+

YkasaHue cepBepa tacacs v Kniova:

Switch config#tacacs-server host 192.168.110.254
Switch config#tacacs-server key 0 mysharedsecret

9.2 RADIUS

Bbibop cnocoba ayTeHTudmkauum:;

Switch config#aaa authentication login default group radius local none
Switch config#aaa authentication enable default none
Switch config#aaa authorization exec default group radius

YkasaHne RADIUS-cepBepoB:

I Switch config#radius-server host 192.168.110.254

YkasaHwve kntoya ans RADIUS-cepsepa:

I Switch config#radius-server key 0 testingl23
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10 PyYHKLMM QUArHOCTUKMU

10.1 JlokanbHbIA XypHan coobITKX

[Mo-ymonyaHuio xypHan cobbITUi OTKNOYEH. BknioveHme nokanbHOro XypHana:

Switch config#logging on

Switch config#logging buffered 4096
Switch config#logging file

Switch config#logging file informational

Bo3amoxHble ypoBHM XypHanupoBaHusi: alerts critical debugging emergencies errors informational
notifications warnings.

MpocMOTP JTOKaNbHOTO XXypHana cobbITUM:

I Switch#show logging

10.2 Syslog

HacTtpowka yganeHHoro cepepa >XypHanmpoBaHus.:

I Switch config#logging 192.168.110.254 informational

M3ameHeHuns nHtepdoerica oTnpaBnTens:

I Switch config#logging source-interface vlan 1

10.3 XXypHanupoBaHue BBeeHHbIX KOMaHA

Bce BBeaeHHble koMaHAbl OyayT OTMpaBnsATbCS Ha BCe, yKasaHHble B KOHdurypauuwm, IP-agpeca
syslog-cepBepoB ¥ B TOKarbHbIV XXypHa:

Switch config#logging command

10.4 3epkanupoBaHue Tpadmka

3epkanupoBaHue Tpaduka B npegenax ogHoro KoMmmyTaTopa:

Switch config#mirror session 1 destination interface g0/12
Switch config#mirror session 1 source interface g0/6 both

10.5 [OwarHocTuka Kabens

[aHHas dyHKUMS onpeaensieT AnuHy kabens u coctosiHve nap:

Switch#show cable interface gigaEthernet 1/1
gl/1l cable info:
Cable OK (4 pairs)

Pair A OK , length 5 metres
Pair B OK , length 5 metres
Pair C OK , length 5 metres
Pair D OK , length 5 metres

10.6 DDMI

KpaTkuii BbIBOA:

Switch# show ddm

Current ddm status:Enable

Port TX (dbm) RX (dbm) VOL (V) BIAS (mA) TEMP (C)
g3/1 -5.71 -6.01 3.28 31.31 51.00

MoapobHLIN BbIBOA:

Switch#show interface gigaEthernet 3/1
GigaEthernet3/1 is up, line protocol is up
protocolstatus upTimes 4, downTimes 3, last transition 2000-1-1 0:49:11
Ifindex is 73, unique port number is 1
Hardware is Giga-FX-SFP, address is 001a.8100.0023 (bia 001a.8100.0023)
MTU 1500 bytes, BW 1000000 kbit, DLY 10 usec
Encapsulation ARPA
Auto-Duplex (Full), 1000Mb/s, Flow-Control Off
Transceiver Info:
SFP,LC,1310nm, 1000BASE-LX, LOS:no
SM 20KM
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DDM: YES, Vend:Zelax, PN:G-S1310/20-D

SerialNum:FC23091300289,Date:2023-09-25
DDM info:

TX power:-5.33 dBm, RX power:-6.15 dBm

SFP temperature:44.00 C,supply voltage :3.26V,Bi

DDM Thresholds: Low-Alarm Low-Warning

TX power (dBm) : -10.50 -9.00
RX power (dBm) : -26.02 -24.09
SFP temperature (C) : -10 -5
Supply voltage (v) : 2.70 2.80
Bias Current (mA) : 5.00 7.00

5 minutes input rate 1479 bits/sec, 1 packets/sec
5 minutes output rate 7306 bits/sec, 1 packets/sec
Real time input rate 0%, 152 bits/sec, 0 packets/s
Real time output rate 0%, 0 bits/sec, 0 packets/se

Received 3853 packets, 467551 bytes

195 broadcasts, 856 multicasts

108 discard, 0 error, 0 PAUSE

0 align, 0 FCS, 0 symbol

0 jabber, 0 oversize, 0 undersize

0 carriersense, 0 collision, 0 fragment

2802 L3 packets, 0 discards, 0 Header errors

0 URPF errors

Transmitted 3528 packets,

0 broadcasts, 28 multicasts
discard, 0 error, 0 PAUSE
sgettest, 0 deferred, 0 oversize
single, 0 multiple, 0 excessive,
L3 forwards

2418580 bytes

0
0
0 0 late
0

as Current.:23.33mA

High-Warning High-Alarm

-1.50 0.00
-3.00 0.00

75 80
3.70 3.80
90.00 100.00

ec
(¢}
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